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1.1.UserLock Z&E RS
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LA FR: UserLock x86.exe
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Userlock - InstallShield Wizard x|

Welcome to the InstallShield Wizard for
UserLock

UserLock - InstallShield Wizard x|

E Select the language for the installation from the choices below.

The InstallShield{(R) Wizard will install UserLock on your
computer. To continue, dick Mext.

oK I Cancel

VWARNING: This program is protected by copyright law and
international treaties.

TGS .

< Back Next > Cancel

2. %, ik A

i:}f‘— UserLock - Installshield Wizard i?;ﬂr Userlock - InstallShield Wizard |
License Agreement Customer Information
Flease read the following license agreement carefully. Please enter your information.
READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT il Yser :
CAREFULLY, THEN CLICK "YES™ OR"NQ.” IUSE'
THE COMPUTER SOFTWARE, ANMD THE ACCOMPANYING USER SR
DOCUMENTATION (COLLECTIVELY, THE "PROGRAM") ARE COPYRIGHTED AND |Your Company

LICENSED (NOT S0LD).
BY CLICKING "YES", YOU ARE ACCEPTING AND AGREEING TO THE TERMS OF
THIS LICENSE AGREEMENT

IFYOU ARE NOT WILLING TO BE BOUND BY THE TERMS OF THIS LICENSE
AGREEMENT, YOU SHOULD CLICK "NO" AND PROMPTLY RETURN THE LI

¢ I accept the terms in the license agreement Print |

" Ido not accept the terms in the license agreement

InstallShield Installshield
3 PRI ATAH BB A T AT 4 NI PR B P2

WP AT T2 >,
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i UserLock - InstallShield Wizard
Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed ted for adh J

Installshield
< Back Next > Cancel

Userlock - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Inst=lshield

< Back I Install I Cancel

5. 30N “SEEME, JFadi A

fir UserLock - InstallShield Wizard

Installing UserLock
The program features you selected are being installed.

Flease wait while the InstallShield Wizard installs UserLock. This may take
several minutes,

Status:
Copying new files

|

InstallShield

[ cance |

< Back | Iext =

7. UserLock 1E1E 2%,

6. MEf 2% Userlock. i w4,

UserLock - InstallShield Wiz x|

InstallShield wizard Completed

The Installshield wizard has successfully installed UserLock.
Click Finish to exit the wizard,

= Back I Finish I Cancel
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i Welcome to the UserLock configuration wizard

o UserLock’

Welcome to the UserLock service configuration
wizard. You will be able to:

1- Select the UserLock server type
2- Select the Userlock server zone

3- Select the UserLock service account

" Backup server

" Standalone terminal server

< Back I MNext > I Cancel Help

< Back Next > Cancel | Help

1M, iy F—2>.

5 Select the UserLock server zone

o UserLock

2. Wk Fk TS AR ik P>,

i: Choose the UserLock service account

o UserLock

Zone managed by your UserLock primary server Specify the account to be used by the
IW] UserLock service at startup.
Waming ! This account should have administrative rights on
Select below the zone that your server will manage all domain computers. k is therefore not recommended to set
the Local account
=) @ | System
=] VIDEQDEMO " Use the LocalSystem q tod
[Fl&) Administrative department ) o e }
3] Domain Controllers ¥ The following accourt
3] 1T department —
) Sales depatment ez IVIDEODEMO\admlnlstmtor
&l Traini
[+ raining room 5 : I
< Back Next > Cancel | Help < Back Nexd > Cancel | Help

SPRIIX I, R E UserLock M

I_Jf%l:ﬂi- S, R 2R

mh P>

i: Successfuly configured!

4. RETKS . S NI L S RN 2 R
LLIZAT UserLock R+
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o UserLock’

- Registering server corfiguration: Succeeded

- Configuring the Userlock service: Succeeded
- Stopping the UserLock service: Succeeded

- Starting the UserLock service: Succeeded

o . Your UserLock server is now configured and running!
(9 | ) You can change all additional parameters through
the UserLock administration consale.

¥ Runthe UserLock administration console

< Back

Cancel | Help

5. UserLock R&- 4y D E . it 2iks
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UserLock ¥l 688 5 N EESHII.

0 UserLock

SERVERL1 - Protectec ounts

Configuration Protected accounts
122 Welcome Add Organizational Unit
v il Servers PROTECTED ACCOUNTS SERVER1 Add group
= All| 3 total
+ B SERVER1 ! Add user
Protected accounts - Find || Clear
View
Messages
User sessions Refresh
Agent distribution Enable auto filter
Account < Name Interactive sessions  Workstations sessions  Terminal sessions  Wi-Fi / VPN sess Select all
> 1l Reporter
Administrat Administrator  Unlimited imite - - Unselect all
£ Logon cleaner ministrator ministrator nlimite Add Organizational Unit
. Scheduler Everyone Everyone ! Unlimited Add group Administrator
Technical Technical Unlimited 2 Add user
B — Properties
Refresh Delete

Enable auto filter
Select all
Unselect all

Properties

Delete 5

Protecked accounts

1: FEp. ALIEARRNYE UserLock .

2: FREO: RIREI Userlock 257 7%, 1EFAFP LT IIRERIRC B R DALk S . %8 Ha] DLRR 2%k .
3: Ry AR : S kb D g iR EE T K

4 IR WS E .

5: SgEFEH: g Chiih) IR Aoy ORI R, 8 TR AT 3R 0

vii Servers S8 TT DATE A9 m AT IT S, BonpieE B,
i SERVER1
SERVER1
Remowve server

Reconnect

UszerLock PowerShell

B .

= CUgOUTTCTIEaTTeT

(o))
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UserLock SZE7/CAAEERE E ST F 4515 1) UserLock iM%,  #& LB Windows XP & Windows 8 [ #21F & ZEL
SPRPX LA G BN AT . A AT LT Windows 2003 % Windows Server 2012 ¥ E IR %5 %%, DL ERIARSS
PR TE At 2 .

5 S P Ik 3 O 2 BEOVAT AR B8 51 2
Lﬁmhﬁﬁﬁéﬁ%ﬁﬁﬁoMTUE¢%§Emﬂ%¢ﬂ%Eﬁﬁﬁm, I PR v AR B AR (A

0 UserLock
ribution ( ) Fle Tools Window Help
Configuration Quick access a x
5% Welcome
- Agent distribution
- s Servers AGENT DISTRIBUTION SERVER1
. i SERVER1 F\Itere.d r.es.u\tf |5 of .S.tot.al |,'1\ut.on.wati.c mode F)FF Start Automatic mode
Protected accounts . Find | ‘ Clear Lioperies
Messages View
User sessions Computer 4« Agenttype  Agentstatus Agentversion  Roles Last check time Last check status Refresh

Agent distribution .
SERVER1 Desktop Not installed DCIs 21/05/201312:23:19  Success Display AD tree

» all Reporter

SERVERI Is Not installed DCIS 21/05/201312:2319  Success Enable auto filter
8 Logon cleaner STATIONI  Desktop  Notinstalled Workstation 21/05/201312:23:21  Success Selectall
© scheduler STATIONZ Desktop Mot installed Workstation 21/05/201312:23:21  Success Unselectall

STATION3 Desktop Mot installed Workstation 21/05/2013 12:23:22 Success

Predefined filter
Print
3 selected computers
Install
mall
Reboot
Shut down

<] n »

Agent distribution Oinstalled agents, 4 computers

e gy R 23T I — NIRRT R, BRMEIREMEE R, B0 UUE R /OB 28545 2 AMCHER, I R T A
[l UserLock AAHE, &Il (o2 254 7,

R ACE 7 BB AR R P BRI RS R A, AT CUPE A oy i i o e B A 7 3K
i HiE XL g, B R SRR L e s -

Quick access r X

Agent distribution

View

Refresh

Display AD tree
Enable auto filter
Select all

Unselect all

Predefined filter

All machines
Only DC
Only machines without agents

Only unavailable machines

Print
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0 UserLock
R C S \ f T o At = R 1.
~Userlock - S SERVERI - Agent bution
Configuration Quick access
i5 Welcome
- Agent distribution
~ il Servers AGENT DISTRIBUTION SERVER1
= Filtered results | 5 of 5 total | Autornatic mode OFF
v i SERVERL I .| } : Start Automatic mode
Protected accounts - Find | ‘ Clear Properties
Messages View
User sessions Computer « Agenttype  Agent status Agentversion  Roles Last check time Last check status Refrech
Agent distribution A .
Mot installed DCIs 21/05/201312:23:19  Success Display AD tree
p alt istributi
A1 Reporter Agent distribution Mot installed DC.IS 21/05/2013 12:73:19  Success Enable auto filter
8 Logon cleaner Not installed Workstation  21/05/201312:23:21  Success Selectall
© Scheduler RS Not installed Workstation 21/05/20131223:21  Success Lreelectall
STATION3 Desktop Mot installed Workstation  21/05/2013 12:23:22  Success . .
Predefined filter
Print
Print data grid
<] n >
Agent distribution 0 installed agents, 4 computers

HEEAIN— GRG0 2 R0 DX, a2 R 2 BRI S e . B S ORI S T QR se 2%, K
K8 TR 1.

SR IE, IRR W2003 R XP #/F % s HH0f R s REL G . WS A0 P rE A dh on, W E A . %
FMBLTH SN, A2 A sy iR sl AedEse s Chdi) i EH 27

Start Automatic mode R
Quick access

Properties
Refresh Agent distribution
DECLVSREE Start Automatic mode
Enable auto filter .

Properties
Select all
Unselect all View

All machines

Predefined filter

Only DC

. . Print
Only machines without agents
Only unavailable machines STATION3
Print data grid Install
=] Uninstall
Uninstall
ninsta Rebpot

Shﬁown

Shut down

TIE W] L2 HEFE UserLock AEAE VIR 8T 5 3o
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0 UserLock

SERVERI - U

Configuration
i5 Welcome
USER SESSIONS SERVERL
All| 4 total

v Wi Servers
- @ SERVERL

Protected accounts

-
Messages
Username 4 Useraccount Session Session
Agent distribution
adrninistrator administrator 0
il
> 8L Reporter Mlice Baldwin  slice 1 [0 & STATIONL
| Logon cleaner Bob Parker bob 1 i ; STATIONZ
. Scheduler Carlos Davies carlos 1 | ; STATIONS
<] n

User sessions Wiew by users | 3 sessions, 4 users

Find

Clear

Session status

Open
Open
Open

Session type

None

Workstation
Waorkstation
Workstation

Last logon date

(01,/01/0001 00:00:00
21/05/2013 12:46:41
21/05/2013 12:46:31
21/05/2013 12:48:56

Quick access
View
Refresh
View by machines
Display AD tree
Enable auto filter
Select all
Unselect all
Predefined filter

Print

Print data grid

administrator
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UserLock SRS &8I 2RI PRGN . TER AW P ST 2RI SRIGTE P vy JafAR b s o IS L EZ . 2 4F
LEAB VBT I . SNBEIA, ik A2 2 5 AR RIS Active Directory 48 .. 85 st OK.

- B
Select Group &Ig

Select this object type:

Quick access r X Group or Builtin security principal Ohject Types...

From this location:

VideoDemo isd.com Locations...

Protected accounts

Add Organizational Unit Enterthe object name to select (mamples):
Add group Everyons Check Names

Add user{b
Click on Add Group. ] Coed ].:5

Type everyone and click on Check Names then Ok.

W LAFA R R s IR 774 g LIRS T . AEERINIE LS, B i) 2 R/ ARPE S o

0 UserlLock

Configuration
52 Welcome
= ii Servers PROTECTED ACCOUNTS SERVER1
All |1 total

55800 }3IN(Y

+ f§ SERVER1

Protected accounts - Find || Clear

Messages

User sessions

Agent distribution

Account 4 MName Interactive sessions Workstations sessions  Terminal sessions ~ Wi-Fi / VPN sessions

v il Reporter _
E Logon cleaner Everyone ;Ever_vone Unlimited Unlimited Unlimited Unlimited

> @ Scheduler

Protected accounts

10
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0 Userlock

Configuration | Properties for Everyone X X\ o

iZE Welcome -
- & Servers fencral N E
- i SERVER1 Account name Everyone i

Protected accounts

Number of concurrent sessions alloe Custom session limits
Messages

[] Allowed workstation sessions

User sessions Limit Session type Add

T Allowed terminal sessions
Agent distribution O

Total allowed interactive sessions |1

v il Reporter

€ Logon cleaner [[] Allowed Wi-Fi / VPN sessions
v @ Scheduler [] Allowed IIS sessions

Allow to logeff an existing session if the number of allowed sessions has already been reached

Display the welcome message

Notifications (A
Workstation restrictions ()
Time restrictions (A

Document name

R3E T LAY T JE AN S I I

| R LTRE CEAR T L2, AL 2
R I 18 2 2 B B R T EL LSS ST R 218, AT B T e e, BT & il . X
KK AATAI A 1]

= XA
RN AW 7 A BN . ZEENAECE: RGOSR, &5 — KA R SR
BRJE —IRBARL S (W 80e)

iy B AR T ) OK, LA 2R /T & .
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W Z R NG, AP ELSEREM. WRERHR N BT R A —AN i, BLAEEHET
UserLock /CZER) TAE M4 FRBADAT T U7 1]

[Networkseewty ==

Legon Denied. You have exceeded the maximum number of
f concurrent logons. Please close previous sessions (on STATIOML) or
contact your Systems Manager.

FE 400 55 ol 7 11 54 £

m

“'ou reached the number of allowed sesszions. You need to close one of the
following sezsions in order to logon. Pleaze select the sezsion you want ta
cloze and click on Cloze.

STATIOMNT

‘when a zession has been clozed, click on Logon to tiy a new attempt to
open a gexsion on the local computer or click Cancel.

[ Cloze ] | Logon | [ Cancel ]

6 240 25 It A 11 0 O e T
WIRI V25 H A AP L2, 7] UL BB 201

f Welcome on STATIOM2!
A Your last logon was on STATIONL at 5/21/2013 12:46:41 PM
3 logen(s) has(have) been denied to your account since then.
5/20/2013 3:54:28 PM on STATIOMZ, reason: UserLock restrictions
5/20/2013 3:52:07 PM on STATIOMZ, reason: UserLock restrictions
5/20/2013 3:48:22 PM on STATIOMZ, reason: Invalid password

PP F B 8 Bl i) A 1 2

12




5. BIT =W LiERME
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0 UserLock
(2) (B) Ele Tools Window Help
Configuration o
== Welcome =
=_ SESSION HISTORY 2
- l& Servers 3
~ § SERVER1 o
Configuration O]
Protected accounts
Messages Session filter [ User name
sz [#] Full sessions [] Domain name
e TS e [ Logon without logoff [ Computer name
Vll_l Reporter [#] Logeff without logon [] Client address
Ii
v & Reports Logon denied by UserLock [] Client name
v & Database Logon denied by Windows
2 Subsesion s
Session statistics [ Number of computers —
Session count evolution
Wi-Fi / VBN history Session types Workstation -
Wi-Fi / VPN users statistics Work]ng hours
Wi-Fi / VPM statistics evolution
- [ Display sessions [ Workstation usage during working hours only
b W Server
£= Table - UserLogonEvents
# SQL Query
8 Logon cleaner
» @ Scheduler
— e
Session history

MARE AT LT E: HE ZRYLFALIER A T IR A o T TE
FRATBEE, 7E A oy MR+ B i s, s fERe ELkiatt.
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0 UserlLock

- Us

58 Welcome
- ili§ Servers
~ § SERVER1
Protected accounts
Messages
User sessions
Agent distribution
« il Reporter
v i Reports
v & Database
Session statistics
Session count evolution
Wi-Fi / VPN history
Wi-Fi / VPN users statistics
Wi-Fi / VPN statistics evolution

I i Server

Table - UserLogonEvents
# SQL Query
& Logon cleaner

> @ Scheduler

Document name

T AT DAR 22 A 09T B B & iR

Configuration
- Fulf session
- Logaoff without logon
- Logon denied by UserLock
- Logon denied by Windows
- Sub session

Session types: Workstotion

Sort field: Logon time
Sort order: Dezcending

Events between 03/05/2013 06:00:00 and 03/06/2013 11:42:54

Logon time Logoff time User Domain Computer
..,_, 03/06/2013 11:24:21 :;_ 03/06,2013 11:42-54 administrator WIDEODEMO: STATION1

3_, 31/05/2013 10:30:38 &_ 317052013 10:5341 Alice Baldwin WIDEODEMO: STATION1

:k 31/05/2013 3 Alicz Balkdwin WIDEQDEMO STATIONL

;! 31/05,/2013 10:2%5 Bob Parker WIDEODEMO STATIONZ

},{ 31/05/2013 10: Invvalid password Bob Parker WIDEQDEMO STATIONZ

}, 31/05,/2013 10:2%:01 UserLock restrictions. Alice Baldwin WIDEODEMO: STATION1 hd

<

HE[

£ UserLock 727 7] AR B35k ity . PRAAME SIHEE /00 L1
TR T AL A 15 241, i A K B 77 3 S U o

14
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NGO, A8 TAEL/ Bl T TR S ORI S (R0 2 48 Ve B e ey I R o X RRAE Q2R — A 2 30X
B TAFAGE e TS I, 58— N BNAR R S AT o XA BEE T DL R 55 4% B AR U1 BRI S i e
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I Welcome Configuration | Properties for SERVER1 X
v & Servers

i SERVER1 General

SERVER1 Server type | Primary server

Remove server Protected zone | All

Reconnect

UserLock PowerShell POIIC‘.'J"' SEttIﬁgS

+ il Re :

Properties (®) The most restrictive as possible

. L o ereaneT - .
(0) The least restrictive as possible

@ Scheduler

LR UK BB RIS LAY el T S R o 55 2, 77 Z R AN B AME DL .

WA R IR RN G B T B s AL BRI () 2 15 U5 AR, AR AT LU LRI — AN/ 2 Ry s FF-46 it
NS E O IR BV R TR MR, B OSf &% TIFARZ Ry, A 32 R
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$ A DUAR YE45 5 1B 2 UserLock ) P B R E &0, ZThebdEw 2, iR ENMILES S VA PRt HE £
UserLock ZHERIVELNME B,

S

WP AP 5 BRI AE A5 B L i AR EAE S B, IR ZOR AT MR . T B SR 8 Bh iR A

0 Userlock

SERVERI - i

Configuration Quick access rx

MESSAGES SERVERL U=
Al 18 total

v i Servers
~ il SERVER1 Retsh

User sessions Message Text

Agent distribution . P 2
DENIED_WORKSTATION Due to werkstation restrictions, you may not logon frem this computer.l

» 1l Reporter

Print data grid

GROUP RESTRICTIONS You cannot logon because the following groups reached their maximum session limit: -
& Logon cleaner - %GroupsDenied% =
. Scheduler INSTALL WILL_REBOOT UserLock will reboot your computer in order to deploy its agent.

UserLock logoff notification

User: %user¥
LOGOFF_MOTIFICATION_BO... Workstation: %workstation%

Session type: %SessionType%

MNumber of opened sessions: %nbsessions3

Workstations still used: %sessions%

LOGOFF_MOTIFICATION_SU... Logoff of %usert on %workstation%

LOGON_DENIED Legen Denied. You have exceeded the maximum number of concurrent legens. Please close
- previous sessions (on %sessions®) or contact your Systerns Manager.

UserLock logen netification

User: %user¥

Workstation: %aworkstation%

Session type: %SessionType%

Number of opened sessions: S%nbsessions?
Workstations already used: %sessions®
Logon status: Sastatus®

LOGON_NOTIFICATION_BO...

Messages

XEE QA CAMELE, FEERERNE TS RE: %858 52%. T EAEERERULGEANSIEEE
K& X, EES % UserLock 7228 511,
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